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1. Purpose

This policy sets out how Ebrahim College processes personal data in compliance with UK
GDPR, Data Protection Act 2018, FOIA 2000 and PECR.

2. Scope

This policy applies to all personal data processed by Ebrahim College, in any format, and
covers students, staff, parents, and all individuals interacting with the College. It ensures
that personal data is handled securely and in compliance with the UK GDPR and the Data
Protection Act 2018.

Ebrahim College processes personal data to deliver education, provide support services,
meet legal and regulatory obligations, and document and promote its activities.
Photographic and video content is processed under legitimate interests; however, where
individuals are identifiable, such media will not be published without prior consent. All staff
handling personal data must understand and comply with this policy and related
procedures.

3. Data Protection Principles

The College follows UK GDPR principles: lawfulness, fairness and transparency; purpose
limitation; data minimisation; accuracy; storage limitation; integrity and confidentiality;
accountability.

4. Lawful Basis
The College processes personal data where necessary for:

¢ Delivering education and student services (contract)

¢ Meeting legal and regulatory requirements, including safeguarding, funding, and
audits (legal obligation)

¢ Carrying out its role as an education provider (public task)

¢ Managing operations, improving services, and documenting and promoting College
activities, including media use (legitimate interests)

¢ Using personal data and media for specific purposes with consent, such as
marketing

¢ Ensuring all content is appropriate and aligned with the College’s values of dignity
and respect



5. Data Subject Rights
Individuals have rights including access, rectification, erasure, restriction, portability and
objection.

6. Data Retention
Data is retained only as long as necessary. See Appendix A for full retention schedule.

7. Data Security

We protect student and staff data by using secure systems, limiting access, and ensuring all
staff handle information responsibly.

Only access data you need for your role (role-based access)

Use strong passwords and MFA where required

Keep student information secure on college systems (IMS, email, learning platforms)
Do not share personal data unless authorised and necessary

Lock screens and protect devices, especially when working remotely

Report any data concerns or breaches immediately

Complete required data protection and safeguarding training

8. Data Breaches

Any breach involving student records, safeguarding information, or sensitive personal data
must be reported immediately to the Data Protection Officer (DPO). The College will assess
the impact on individuals, particularly students, and notify the Information Commissioner’s
Office (ICO) within 72 hours where required. Individuals will be informed promptly if there
is a risk to their rights, wellbeing, or safety.

9. Data Sharing

Data may be shared with regulators, awarding bodies and safeguarding authorities where
required.

10. Contact

Data Protection Officer Email: shuaib.muhammad@ebrahimcollege.org.uk

Please continue to Appendix A on the next page (page 3).



Appendix A - Retention Schedule

Admissions
e Enquiry data - 12 months
e Unsuccessful applicants - 1-2 years
e Studentrecords - 6 years after leaving

Academic
e Core studentrecord - 25 years / indefinite
e Assessments - 6 years

Finance
e Fees-6years
e Bursaries - 6 years

Safeguarding (Sensitive Data)
e Standard cases - Until age 25+
e Serious cases - Up to 75 years

Marketing
e Email lists - Consent + 6 months
e photographs and video recordings - Consent + 6 years

Staff / HR
e Personnel files - 6 years after employment
e Payroll - 6 years
e Recruitment (unsuccessful) - 6 months
e Right to work - 2 years after employment
e Disciplinary - 6 years
e Pensions - Up to 75 years



